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Remote Operations Manager Overview

Welcome to System Center Remote Operations Manager 2007. Using Operations Manager 2007 with System Center Essentials 2007, you can provide remote management services to your customers. This solution provides a single entry point for remote management over the Internet for customer environments, using Operations Manager 2007 as your primary management console. Managed service providers can use this guide to deploy the Remote Operations Manager 2007 product.

The Remote Operations Manager 2007 solution includes the following:


Support for remote management services over the Internet without requiring a VPN connection


Service Provider Management Pack


Customer-centric service provider views and reports


Diagnostic tasks to troubleshoot problems remotely


Support for remote monitoring and centralized update management, software distribution, and software and hardware inventory


Remote control of customer servers and client computers over the Internet

In This Section

Technologies
	Describes the Operations Manager 2007 and Essentials 2007 technologies used to provide remote management.


Deployment Process
	Enumerates the deployment phases for Remote Operations Manager 2007.


Scaling Limitations
	Describes the limits to the number of agents that can be managed by Remote Operations Manager 2007.


Technologies

System Center Remote Operations Manager 2007 makes use of the following technologies:


System Center Operations Manager 2007 at your service provider data center to provide the top-tier management experience.


System Center Essentials 2007 at your customer locations as the remote end-point for monitoring the customer’s environment.


The Service Provider Management Pack to enable remote management tasks from within your installation of Operations Manager 2007.


Remote Web Workplace to control Windows Server 2003 and Windows XP computers inside the customer’s network in a remote desktop session. For Windows Vista clients, you might need the newest Remote Desktop Protocol Web client (ActiveX control) on the Essentials 2007 Management Server.

Deployment Process

The deployment process for Remote Operations Manager 2007 occurs in multiple phases that contain related steps. The initial installation must take place in your site as the managed services provider. Only after that can (or should) the customer site software be installed and configured.

Deployment Process Steps

Deployment phases for Remote Operations Manager 2007 are enumerated in the following table.

	Phase
	Steps

	Pre-Deployment
	1.
Obtain certificates.

2.
Determine name resolutions method and other connectivity requirements.

	Service Provider Installation
	1.
Install Operations Manager 2007.

2.
Set up user roles and accounts.

3.
Deploy certificates.

4.
Approve customer sites.

	Customer Site Installation
	1.
Install and configure Essentials 2007.

2.
Set up Remote Web Workplace.

	Post-Deployment
	1.
Configure credentials on computers running remote operations consoles.

2.
Discover customer computers.

3.
Group computers into customer site.


Scaling Limitations

Remote Operations Manager 2007 cannot be scaled upward without limitations. It is designed for a single Operations Manager management server to manage customer sites running Essentials 2007 up to the limitations imposed by each individual product.

Scaling Limits

The following list details the scale limitations inherent in Remote Operations Manager 2007.


The maximum number of agents that can be monitored through one Operations Manager 2007 management server is 2000.


The maximum number of agents that can be monitored through one gateway management server is 530.

Queue Scale Change

You should change the queue size from 100 MB to 1 GB for each Operations Manager customer site on the Operations Manager management server and the Essentials 2007 management server. This can minimize any potential loss of data when the Operations Manager management server is not available.

Remote Operations Manager Architecture

Remote Operations Manager 2007 uses two powerful System Center Management products. This section provides an overview of the relevant architectural features of each product.

In This Section

Operations Manager 2007 Architecture
	Provides an overview of Operations Manager 2007 architectural features as they relate to Remote Operations Manager 2007.


Essentials 2007 Architecture
	Provides an overview of Essentials 2007 architectural features as they relate to Remote Operations Manager 2007.


Operations Manager 2007 Architecture

Operations Manager 2007 provides the primary component for centralized monitoring of your customer sites. One installation is needed at your site, with all of your customers’ Essentials 2007 servers connected to it. Install the Operations Manager 2007 Management Server, database, user interfaces, and reporting server at the service provider site.

The following table describes the purpose of each installed Operations Manager 2007 component.

	Component
	Purpose

	Root Management Server (RMS)
	Includes a collection of components: SDK service, Configuration Service, and Root Health Service.

	Operations Manager databases
	Provide storage for monitoring and reporting information.

	Operations Manager 2007 Reporting
	Provides customized and role-based access to management information.

	Operations Manager Web console
	Provides remote access and customer access to monitoring and reporting information.

	Console workstations
	Enable you to distribute management tasks.

	Gateway Servers
	Act as a concentration points for agent-to-Management Server communication of computers that are outside the Kerberos Trust boundary of Management Groups, such as in a client site.
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Note 

Only Gateway Servers are supported to be Internet-facing.
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For more information about Operations Manager installation requirements and supported configurations, see Operations Manager 2007 Supported Configurations (http://go.microsoft.com/fwlink/?LinkId=90676).

For more information about Operations Manager supported topologies, see the Operations Manager 2007 Deployment Guide (http://go.microsoft.com/fwlink/?LinkId=93785).

Essentials 2007 Architecture

Essentials 2007 provides the remote client-side component of Remote Operations Manager 2007. One installation is needed at each client site to communicate with Operations Manager 2007 in your environment. 

The following table describes the purpose of each Essentials 2007 component.

	Component
	Purpose

	Essentials 2007 Management Server
	Provides local monitoring, as well as software and update deployment.

	Remote Essentials 2007 database
	Provides storage for monitoring and reporting information. Use a remote database if you have more than 230 clients and 30 servers at the customer site.

	Essentials 2007 Remote Console
	Provides access from your site to the Essentials 2007 Management Server console through client-site firewalls. Install only one remote console to connect to all of your client Essentials 2007 Management Servers.


For more information about Essentials 2007 installation requirements and supported configurations, see Essentials 2007 Deployment Planning and Installation (http://go.microsoft.com/fwlink/?LinkId=94444).

Remote Operations Manager Credentials

The credentials required for various tasks in the Remote Operations Manager 2007 solution reflect the requirements of the component management products, with some differences that are unique to this management solution. 

For a more detailed discussion of security in Operations Manager 2007, see the Operations Manager 2007 Security Guide (http://go.microsoft.com/fwlink/?LinkId=64017).

To fully understand the certificate requirements for Operations Manager 2007 and, because of their close relationship, Essentials 2007, see Certificates in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=91129).

Security Requirements

Following are specific security and credentials requirements for your Remote Operations Manager 2007 environment.

Run As Accounts

Operations Manager security across domains is accomplished in part by using Run As accounts on various machines to do local work. A Run As account can be used to do tasks for which you would not want to add special elevated privileges to the default action account, such as SQL Server Administrator privileges. 

Tasks

When monitoring a remote client site using the Operations Manager 2007 Operations Console, you can run tasks that have been defined in the Management Packs on the remote Essentials 2007 Management Server and other computers. These tasks run using the default action account of the agent that is installed on the remote computer.

Discovery

When you begin managing a customer's environment, you first must discover all of your customer’s computers using Operation Manager so that they will be dual-homed; that is, they will be monitored by the local Essentials 2007 Management Server and by your installation of Operations Manager 2007. 

To discover the Essentials 2007 client computers for discovery by Operations Manager 2007, use the same action account that you specified for the Essentials 2007 Management Server.

Essentials 2007 Remote Console

On the local workstation you are installing a remote Essentials 2007 console, you must have the certificates for Essentials 2007 management server and the credentials for administering the Essentials management server, stored in the Windows Stored User Names and Passwords. For more details about configuring Windows Stored User Names and Passwords for use with Remote Operations Manager 2007, see Post-Deployment Tasks.

Remote Web Workplace

Remote Web Workplace (RWW) comes preinstalled on Small Business Server 2003, and it is also available to install from the Remote Operations Manager 2007 installation media. To log on to RWW you must have logged on to the Essentials 2007 management server using an administrator account.

Remote Operations Manager Requirements

Remote Operations Manager 2007 communicates using the TCP/IP protocol through remote computer ports. This section provides an overview of the communications requirements relevant to the use of this product.

In This Section

Name Resolution Requirements
	Provides an overview of the name resolutions required for both your site and customer sites to use Remote Operations Manager 2007.


Connectivity Requirements
	Provides an overview of the port connections required for both your site and customer sites to use Remote Operations Manager 2007.


Name Resolution Requirements

When planning for network and Internet connectivity, it is essential to plan for name resolution availability and reliability. This topic discusses the components that require name resolution to use the Remote Operations Manager 2007 solution.

Options

The following options can be used to provide the name resolution functionality on which Remote Operations Manager 2007 depends:


HOSTS file resolution. Provides rapid local (resident on the local computer) name resolution. Requires more maintenance if names change because a new HOSTS file will need to be placed on the affected computers.


DNS resolution. Provides standard name resolution through local or Internet DNS servers. 

Service Provider Site Requirements

The fully qualified domain names (FQDNs) for remote Essentials 2007 Management Servers at the customer site will require resolution. This capability must be available for any workstations where you intend to run the Essentials 2007 remote console or use Remote Web Workplace.

Customer Site Requirements

The FQDNs for the following remote computers will require resolution:


Operations Manager 2007 Gateway Servers. 


Operations Manager 2007 Web console server for customer access to the Web console.

Connectivity Requirements

Because you will be connecting to computers in the customer's site over the Internet, it is important to have accurate connectivity information regarding the ports to be contacted. 

Remote Operations Manager 2007 requires the following ports to be open for the components that require them: 


From service provider site to customer site: 


Essentials Update Services (TCP 8531 using an SSL connection).


When you are using a remote Essentials 2007 console, you need to be able to connect through TCP 5724 and TCP 8531.


When you are using Remote Web Workplace, access the Essentials 2007 Management Server using TCP 443 (using an SSL connection) and TCP 4125. 


From customer site to service provider site:


Operations Manager Health Service Channel (TCP 5723) for connecting to Internet-facing Gateway Servers.

For more information, see Using Operations Manager 2007 with Firewalls (http://go.microsoft.com/fwlink/?LinkId=94445).

Service Provider Site Deployment

This section provides an overview of the steps you need to take to deploy Remote Operations Manager 2007 in your site. It is recommended that you complete these steps before installing Essentials 2007 in your customer sites.

In This Section

Management Group Setup
	Provides information about setting up the Operations Manager 2007 Management Groups for your customer site. 


User Roles and Accounts Setup
	Provides information about setting up appropriate user roles and accounts in Operations Manager 2007 to keep customer data separate and provide customer access.


Remote Console Setup
	Provides information about setting up the remote Essentials 2007 console for software and updates distribution and Essentials administrative tasks.


Certificate Deployment
	Provides instructions for deploying certificates for more secure communication to and from customer sites.


Customer Site Approval
	Provides information about approving a customer site in Operations Manager 2007 before setting up the customer site.


Management Group Setup

Operations Manager 2007 provides the centralized monitoring experience for the service provider. You install an Operations Manager 2007 Management Group at your site, and then connect to your customers’ Essentials 2007 management servers.

Overall, you should install Operations Manager 2007 management server, database, user interfaces and Reporting server at your site as described in Deploying the Multiple Server, Single Management Group Scenario (http://go.microsoft.com/fwlink/?LinkId=94447).

The following components need to be installed at your site:


Operations Manager 2007 database


Root Management Server


Reporting server


Gateway Servers (Internet-facing)


Web console

Service Provider Management Pack

Import the Service Provider Management Pack into Operations Manager 2007 to enable its service provider capabilities. This Management Pack is available on the Remote Operations Manager 2007 installation media.

Web Console

Install the Operations Manager 2007 Web console as described in How to Deploy an Operations Manager 2007 Web Console Server Using the Setup Wizard (http://go.microsoft.com/fwlink/?LinkId=90945).

User Roles and Accounts Setup

Set up user accounts and Operations Manager user roles on a per-customer basis to keep data views separate. Assigning a user account is required to authenticate the customer at your site, and a user role is required for using the Operations Manager Web console. 

You should set up each user role and user account with the bare minimum privileges to perform tasks—for example, the Read-only Operator user role. When your customer wants a view of monitored servers or client computers, provide the URL of your installed Web console and have them log in to this user account.

For more information about user roles, see About User Roles in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=94448).

Remote Console Setup

To make your administration tasks easier, you can set up remote consoles on a workstation, which will give you access both to the Operations Manager 2007 Management Server in your site and to the remote Essentials 2007 Management Servers at your customer sites. 

Set up the Operations Manager 2007 Operations Console setup for monitoring, computer management, reports and report customization, Management Pack customization, and so on. For more information about setting up an Operations Manager Operations Console, see How to Deploy an Operations Manager 2007 Operations Console Using the Setup Wizard (http://go.microsoft.com/fwlink/?LinkId=94449).

Set up the Essentials 2007 remote console for Essentials 2007 administrative tasks, software deployment, and update deployment. For more information about setting up the remote console, see How to Install a Remote System Center Essentials Console (http://go.microsoft.com/fwlink/?LinkId=94451).

Certificate Deployment

A certificate is needed for each Essentials 2007 Management Server and for each Internet-facing Operations Manager 2007 Gateway Server that customer sites communicate with. The certificate must meet the following requirements (for example, the default Computer Certificate template from Windows Certificate Services meets these requirements):


Exist in the Personal store for the computer account


Use the following keys: Digital Signature, Key Encipherment (a0)


Use the following enhanced keys: Client Authentication (1.3.6.1.5.5.7.3.2), Server Authentication (1.3.6.1.5.5.7.3.1)


Have a subject name that contains the fully qualified domain name (FQDN) of the server for which the certificate will be installed

The certificate of the certification authority that issued these certificates must be imported into the Trusted Root Certification Authorities store both on the Operations Manager 2007 Management Server and on the Essentials 2007 Management Servers. If there are any intermediate or issuing certification authorities between the root certification authority and the certificate, their certificates must be imported into the Intermediate Certification Authorities.

These certificates can be issued by an Internet-based certification authority or by Certificate Services on a computer running Windows Server. For more information about using Certificate Services, see Certificate Services (http://go.microsoft.com/fwlink/?LinkId=70929).

For the System Center Essentials 2007 Management Server, export the personal certificate as a PFX file with the private key and the trusted root certificate as a .CER file to be used when you run the Configure Service Provider Mode tool. For more information about this tool, see How to Configure System Center Essentials to Support the Managed Services Provider (http://go.microsoft.com/fwlink/?LinkId=94453).

For more information about other Operations Manager 2007 security topics, see the Operations Manager 2007 Security Guide (http://go.microsoft.com/fwlink/?LinkId=64017).
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To install a certificate on an Operations Manager 2007 Management Server

	1.
Use MOMCertImport.exe (included in the SupportTools\i386 or SupportTools\amd64 directory on the Operations Manager 2007 installation media) to import the Operations Manager server certificate you obtained in the Obtain Certificates task. The tool must be run on the Operations Manager Management Server that the Essentials 2007 Management Servers communicate with. The command line syntax is as follows:

MOMCertImport.exe <full path to Operations Management certificate PFX file> /Password <password of PFX certificate>

No output is the expected successful import.

2.
Stop and restart the OpsMgr Health Service on the Management Server.


Customer Site Approval

Each customer must be approved for monitoring in Operations Manager 2007 before the customer’s Essentials 2007 Management Server can be configured into Service Provider mode.

Copy the  Microsoft.EnterpriseManagement.GatewayApprovalTool.exe (located in the SupportTools folder on the Operations Manager 2007 installation media) into the Program Files\System Center Operations Manager 2007 folder on the Management Server. Then for each customer site you are going to manage, run the approval tool with the following parameters:

Microsoft.EnterpriseManagement.GatewayApprovalTool.exe /ManagementServerName=<FQDN of OpsMgr Root Management Server> /GatewayName=<FQDN of Essentials 2007 Server>  /SiteName=<Unique Customer Name>
Customer Site Deployment

This section is an overview of the steps you will take to deploy Remote Operations Manager 2007 components in the customer sites.

In This Section

Essentials 2007 Setup
	Provides information about setting up Essentials 2007 at the customer sites. 


Remote Web Workplace Setup
	Provides information about setting up the Remote Web Workplace software for remote access to customer site computers.


Essentials 2007 Setup

At the customer site, you must install Essentials 2007 to send monitoring information back to Operations Manager 2007 at your site, as well as to deploy software and updates at the customer site.

Essentials 2007 Setup and Configuration

For information about Essentials 2007 setup, see Essentials 2007 Deployment Planning and Installation (http://go.microsoft.com/fwlink/?LinkId=94444).

While any standard Essentials 2007 installation that corresponds to the management load at the customer site will be adequate, you can avoid redundancy and reduce your administrative tasks by installing Essentials 2007 from the command line and use the ImportSystemMPsOnly command-line switch. This ensures that Essentials 2007 is not duplicating the monitoring that Operations Manager 2007 will be doing, and it also means that you will not have to keep Management Packs in sync if you make changes. For more information about installing Essentials 2007 from the command line, see How to Use a Command Line to Install and Uninstall System Center Essentials (http://go.microsoft.com/fwlink/?LinkId=94452).

The following is an example of such a command line:

<SCE Path>\Setup\[platform]\Setup.EXE  /Path: <SCE Path>\Setup\<platform> /User:<UserName> /Password:<Password> /Domain:<Domain> /UpdateLocation:<location to store local WSUS files> /OnlyImportSystemMP /SQLInstanceName:%COMPUTERNAME%[\INSTANCENAME] /ReportingSQLInstanceName:%COMPUTERNAME%[\INSTANCENAME] /ReportingBinding:http://%COMPUTERNAME%:80/ReportServer[$instancename]  /MUUpdate:false /Silent

msiexec /i <SCE Path>\helperobjects\i386\SCECertPolicyConfig.msi /qn 

After installing Essentials 2007, complete the following configuration wizards:


Feature Configuration Wizard


Computer and Device Discovery Wizard


Update Management Wizard

If Essentials 2007 Is Already Installed

If Essentials 2007 has already been installed and is monitoring computers in your customer site, you might want to remove the Management Packs from Essentials 2007 that duplicate Operations Manager monitoring. The following list contains the names of the Management Packs that you should retain:


Microsoft.SystemCenter.OperationsManager.AM.DR.2007.mp


System.Mom.BackwardCompatibility.Library.mp


Microsoft.SystemCenter.ClientMonitoring.Internal.mp


Microsoft.SystemCenter.ClientMonitoring.Library.mp


Microsoft.SystemCenter.ClientMonitoring.Views.Internal.mp


Microsoft.SystemCenter.DataWarehouse.Library.mp


Microsoft.SystemCenter.DataWarehouse.Report.Library.mp


Microsoft.SystemCenter.InstanceGroup.Library.mp


Microsoft.SystemCenter.Internal.UI.Tasks.mp


Microsoft.SystemCenter.OperationsManager.DefaultUser.xml


Microsoft.Windows.Client.Library.mp


Microsoft.SystemCenter.NTService.Library.mp


Microsoft.SystemCenter.NetworkDevice.Library.mp


Microsoft.SystemCenter.Notifications.Library.mp


Microsoft.SystemCenter.Notifications.Internal.xml


Microsoft.SystemCenter.RuleTemplates.mp


Microsoft.SystemCenter.2007.mp


Microsoft.SystemCenter.Essentials.2007.mp


Microsoft.SystemCenter.Essentials.Internal.mp


Microsoft.SystemCenter.Essentials.Library.mp


Microsoft.SystemCenter.Essentials.DefaultUser.xml


Microsoft.SystemCenter.NetworkDevice.Monitoring.Library.mp


Microsoft.SystemCenter.Essentials.Overrides.AM.2007.mp


Microsoft.SystemCenter.Image.Library.mp


Microsoft.SystemCenter.Internal.mp


Microsoft.SystemCenter.Library.mp


Microsoft.SystemCenter.OperationsManager.2007.mp


Microsoft.SystemCenter.OperationsManager.Internal.mp


Microsoft.SystemCenter.ServiceDesigner.Library.mp


Microsoft.SystemCenter.SyntheticTransactions.Library.mp


System.ApplicationLog.Library.mp


System.BaseliningTasks.Library.mp


System.Hardware.Library.mp


System.Health.Internal.mp


System.Health.Library.mp


System.Image.Library.mp


System.Library.mp


System.Performance.Library.mp


System.Snmp.Library.mp


Microsoft.SystemCenter.TaskTemplates.mp


Microsoft.Windows.Server.UpdateServices.3.mp


Microsoft.Windows.Server.UpdateServices.Library.mp


Microsoft.Windows.Server.2000.mp


Microsoft.SystemCenter.WebApplication.Library.mp


Microsoft.Windows.Client.2000.mp


Microsoft.Windows.Client.XP.mp


Microsoft.Windows.Client.Library.mp


Microsoft.Windows.Cluster.Library.mp


Microsoft.Windows.Image.Library.mp


Microsoft.Windows.Library.mp


Microsoft.Windows.Server.2003.mp


Microsoft.Windows.Server.Library.mp

Service Provider Mode Configuration

The Essentials 2007 server can be configured to be managed by a service provider. The Configure Service Provider Mode tool makes this experience easy and simple. You can start the Configure Service Provider tool from the System Center Essentials 2007 program group in the Start menu on the Essentials 2007 Management Server.

After you have run the tool, in the Operations Manager log on the Essentials 2007 server, look for an event with event ID 1210 indicating that “New configuration became active” for the Operations Manager 2007 Management Group. This indicates that the Essentials 2007 server is able to communicate successfully with the Operations Manager 2007 server. This event might not appear until a few minutes after configuring Essentials 2007 into Service Provider mode.

Remote Web Workplace Setup

Use the Remote Web Workplace (RWW) to access remote desktop features for any computer in your customer site running Windows® XP Professional or Windows Vista operating systems. This allows you to support your customer by performing administrative tasks directly in the customer site.

If you have installed Essentials 2007 on a computer running Small Business Server 2003, RWW is already available. If you have installed the Essentials 2007 management server on a computer running a different supported server software product, you can install RWW directly from the Remote Operations Manager 2007 installation media. Due to software dependencies, you must install RWW on the Essentials 2007 management server.

Install Remote Web Workplace

Take the following steps for installing Remote Web Workplace.
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To install Remote Web Workplace

	1.
From the Remote Operations Manager 2007 installation media, run the RWW Windows Installer program.

2.
After you have successfully completed Setup, SSL-enable the Remote virtual directory hosted on the default Web site.

3.
Download the latest Remote Desktop Web connection software from Remote Desktop Web Connection ActiveX control (http://go.microsoft.com/fwlink/?LinkId=94454).

4.
Copy the MSRDP.cab file from the Remote Desktop Web Connection installation folder to the inetpub\remote folder in the System Center Essentials 2007 installation folder.

5.
Remote Operations Manager 2007 installation media to a folder under the Essentials 2007 installation folder.


Secure the RWW site

On the Essentials 2007 management server, you must use a Secure Sockets Layer (SSL) certificate to secure the virtual directory named remote that is hosted on the IIS default Web site. For more information on setting up SSL, see http://support.microsoft.com/default.aspx?scid=kb;en-us;q298805.

Log On to Remote Web Workplace

To access System Center Essentials Remote Web Workplace (RWW), browse to the virtual directory named remote that is hosted on IIS on the Essentials 2007 management server. For example, if the Essentials 2007 management server was named sceserver, you would browse to http://sceserver/remote. 

When your browser connects to this URL, you will be prompted to log on to RWW. You must log on with a user account that is a member of the Administrators local group on the Essentials 2007 management server.

Essentials 2007 Reporting Setup

Setting up reports for local use on an Essentials 2007 management server is straightforward and built into the Essentials Setup program. Essentials 2007 uses SQL Server Reporting Services (SRS) to generate and render its reports. In Remote Operations Manager 2007, setting up reports for use from a remote Essentials 2007 console requires a few additional steps. 

How to Set up Reports

Take the following steps to configure Reporting Services for the Essentials 2007 management server.
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To Configure Reporting Services for Essentials 2007

	1.
Configure SRS to require SSL. You must configure it to use the existing WSUSSSLCert.cer certificate that is securing the WSUS Administration Web site on the Essentials 2007 management server. Ensure that the subject name matches the FQDN of the Essentials server. For more information on configuring SRS, see Deploying SQL Server 2005 Reporting Services.

2.
Open the required port for the SRS SSL Web site on the customer site side. To find the correct SSL port number, view the properties on the Web site containing the Reporting server.

3.
Configure Essentials 2007 in the customer site to use the correct URL for reporting. To do so, you must:

a.
Open the Essentials 2007 console in the customer site.

b.
Click Administration.

c.
Click Settings.

d.
In the Settings pane, double-click Reporting.

e.
In Reporting server URL, select https:// as the protocol and then enter the FQDN used in the SRS SSL certificate and change to the correct port number from step 2.


Post-Deployment Tasks

After you have installed and configured the Remote Operations Manager 2007 components and they can communicate successfully, you are nearly ready to begin monitoring and managing. It is still necessary to configure credentials in Windows Stored User Names and Passwords on workstations that run the remote Essentials 2007 console, discover customer computers to install Operations Manager 2007 agents on them, populate Operations Manager computer groups, and create customer sites after the agents have been installed—so that you can view aggregate health information and segregate management tasks.

Configuring Credentials on a Remote Essentials 2007 Console

To manage remote customer sites from an Essentials 2007 console installation at your site, the following are requirements for any computer on which you will be running an instance of the Essentials 2007 remote console. The computer must:


Be able to resolve the FQDNs of any customer site Essentials 2007 management server. For more information on name resolution, see Name Resolution Requirements.


Use Windows Stored User Names and Passwords to store the credentials for an account which is a member of the local Administrators group on the Essentials 2007 management server in each customer site. We strongly recommend using a different user name and password for each customer site.

If the Essentials 2007 management server is installed on a domain controller, add the credentials of a user account that is a member of Built-in\Administrators group and a member of the WSUS Administrators local group. However, for more security, do not install the Essentials 2007 management server on a domain controller in the customer site.
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To add credentials to Windows Stored User Names and Passwords on a computer running Windows XP or Vista

	1.
Open Control Panel. 

2.
Do one of the following:


On a computer running Windows XP, click User Accounts.


On a computer running Vista, click User Accounts, and then click Manage User Accounts.

3.
Click the Advanced tab.

4.
Click Manage Passwords.

5.
Click Add.

6.
Enter the FQDN of the Essentials 2007 management server in Log on to.

7.
Enter the user name and password for a user account that is a member of the local Administrators group on the Essentials 2007 management server.

8.
In Credential Type, select A Windows Logon Credential.

9.
Click OK.
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To add credentials to Windows Stored User Names and Passwords on a computer running Windows Server 2003

	1.
Open Control Panel. 

2.
Click Stored User Names and Passwords.

3.
Click Add.

4.
Enter the FQDN of the Essentials 2007 management server in Log onto.

5.
Enter the user name and password for a user account that is a member of the local Administrators group on the Essentials 2007 management server.

6.
In Credential Type, select A Windows Logon Credential.

7.
Click OK.
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Note 

To connect an instance of the Essentials 2007 console to the remote Essentials 2007 management server, the computer running the remote console instance must have the certificate for Essentials 2007 management server stored locally.

Discovering Customer Computers in Operations Manager 2007

To monitor customer computers, they must be discovered and managed in Operations Manager 2007.
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To discover customer computers

	1.
In the Operations Manager 2007 Operations Console, start the Computer and Device Management Wizard.

2.
Select Advanced Discovery.

3.
In Management Server, select the customer's Essentials 2007 server name.

4.
Click Next.

5.
Select Scan Active Directory.

6.
Click Configure, and then click OK (so that sAMAccountType=805306369 is populated in the Configure field).

7.
In Domain, enter the NetBIOS name of the customer’s domain.

8.
Click Next.

9.
Click Discover.

10.
Select the desired computers from the result list to install agents on these computers.


Creating Customer Sites in Operations Manager

All of a customer’s computers and network devices can be grouped into a customer site, which allows you to view the health state of the entire customer site.
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To create a customer site

	1.
In the System Center Essentials Servers view under the Service Provider folder in the Monitoring space, select the name of the Essentials 2007 server for your customer.

2.
In the Actions pane, click Create/Edit Customer Site.

3.
Click Override to enter customer specific information into the task.

4.
Run the task, and wait for successful completion.

5.
After five minutes, check the Customer Health view to see the newly created customer site appear. This customer site is a group that contains all monitored entities of the Essentials 2007 Management Server. The site’s health status reflects the overall status of all monitored entities by that Essentials 2007 Management Server. 


Using Operations Manager with Other Products

Assistance is separately available through Microsoft for this and other IT management solutions, including the following: 


Connectors


SDK


Ticketing


CRM


Accounting/Billing

For more information about the Connector Framework in Operations Manager 2007, see About Product Connectors in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=94456).

For more information about available Operations Manager Product Connectors, see Microsoft System Center Operations Manager Partners (http://go.microsoft.com/fwlink/?LinkId=94457).

For more information on IT management solution accelerators, see Solution Accelerators: IT Process & Frameworks (http://go.microsoft.com/fwlink/?LinkId=94455).
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